ID108 Version 1 20/11/2023
[bookmark: _Hlk150259022][image: ]
	
	
	



















	[bookmark: _Hlk150266816]Police and Crime Commissioner for Gwent and the Chief Constable Gwent Police

	

	

	Summary Internal Controls Assurance (SICA) Report

	

	September 2026

	

	Final

	

	









1. 
	
	
	



	[bookmark: _Hlk146009115]Summary Internal Controls Assurance




	[image: A red and blue logo

Description automatically generated]
	
	2



Introduction
1. [bookmark: _Int_H8VJK0ze]This summary controls assurance report provides the Joint Audit Committee with an update on the emerging Governance, Risk and Internal Control related issues and the progress of our work for Gwent Police as at 7th September 2026.
How can Boards and Committees gain assurance that HR investigations are being conducted effectively?
2. HR investigations are more than an employee relations activity. When conducted poorly, weaknesses in evidence gathering, independence or process can turn a relatively minor issue into a significant organisational risk, creating potential legal, reputational and governance challenges. Boards and Committees therefore need assurance that investigation frameworks are robust, consistent and capable of delivering fair, evidence-based outcomes. There is also a strong connection between investigations and organisational culture. Culture influences whether concerns are reported, the quality of information provided during an investigation, and whether employees trust the outcome. Patterns such as repeated grievances, bullying complaints, low whistleblowing activity or frequent challenges to investigation findings may indicate wider cultural issues that require attention. From a governance perspective, the focus should, therefore, not be on individual cases, but on whether investigations are conducted independently, evidence is managed appropriately, quality assurance is in place, and lessons learned are being used to address recurring risks.
While individual HR cases may not warrant Board attention, weaknesses in the overall investigation framework can quickly become a strategic concern. Rather than focusing on individual cases, Boards and Committees should seek assurance that the investigation process itself is effective.
Key questions should include:
· Is the investigation framework robust and consistently applied?
· Are investigations conducted independently and impartially?
· Is evidence gathered, managed and assessed appropriately?
· Is quality assurance in place throughout the process?
· Are recurring themes and risks identified and addressed?
· Is management learning from investigation outcomes?
Ultimately, Boards need confidence that concerns are being investigated fairly, consistently and effectively, and that underlying risks are being recognised and managed.
 
Find out how we can help @ HR Investigations | Our Services | TIAA
Audits completed since the last SICA report to the Joint Audit Committee
3. The table below sets out details of audits finalised since the previous meeting of the Joint Audit Committee.
Audits completed since previous SICA report
	
	
	Key Dates
	Number of Recommendations

	Review
	Evaluation
	Draft issued
	Responses Received
	Final issued
	1
	2
	3
	OEM

	Collaborative - Risk Management – Mitigating Controls
	Substantial
	24th July 2026
	3rd September 2026
	3rd September 2026
	-
	-
	2
	-


4. There are no issues arising from these findings which would require the annual Head of Audit Opinion to be qualified.
Progress against the Annual Plan 2026/27 
5. Our progress against the Annual Plan for 2026/27 is set out in Appendix A. 
Changes to the Annual Plan 2026/27
Progress in actioning High Risk (Priority 1) recommendations
6. We have made no new Priority 1 recommendations (i.e. fundamental control issue on which action should be taken immediately) since the previous SICA. The table below summarises the extent to which confirmation has been received that management actions have been taken that the risk exposure identified has been effectively mitigated. 
Mitigating risk exposures identified by internal audit reviews

	Review
	Date
	Priority 1

	Evidential Property
	October 2025
	0
	0
	2


Frauds/Irregularities
8. We have not been advised of any frauds or irregularities in the period since the last SICA report was issued.
Other Matters
9. [bookmark: _Int_ap96KShX]We have issued a number of briefing notes and fraud digests since the previous SICA report, shown in Appendix C.
Responsibility/Disclaimer
10. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. The matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.
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Appendix A: Progress against Annual Plan 2026-27

	System
	Planned Quarter
	Current Status
	Comments

	Collaborative

	Risk Management - Mitigating Controls
	1
	Final report issued 3rd September 2026
	Lead Force – Gwent Police 

	HR Management - Wellbeing Strategy: Occupational Health and Absence
	1
	Planned start date 22nd September 2026
	Lead Force – Gwent Police 
Moved to Q2 at the request of South Wales Police

	Annual Governance Statement
	1
	Planned start date 17th September 2026
	Lead Force – South Wales Police
Moved from early Q2 to end at the request of South Wales Police and Gwent Police to review 2025/26 statement

	Data Protection / GDPR
	2
	Fieldwork completed
	Lead Force – South Wales Police

	Performance Management
	2
	Suggested start date 8th February 2027
	Lead Force – Gwent Police
Moved to Q4 at the request of each force due to new National Performance Framework

	Property Subject to Charge (Evidential Property)
	2
	Draft report issued 7th September 2026
	Lead Force – North Wales Police 

	Pensions Governance (TPR requirements / security of transfers out)
	3
	Planned start date 13th November 2026
	Lead Force – Dyfed-Powys Police

	Counter Fraud – External Exposure - Digital Threats
	3
	Planned start date 24th November 2026
	Lead Force – Dyfed-Powys Police

	Creditors
	3
	Planned start date 4th November 2026
	Lead Force – North Wales Police

	Payroll
	3
	Planned start date 2nd November 2026
	Lead Force – Dyfed-Powys Police

	Estate Management – Planned and Preventative Maintenance
	3
	Planned start date 23rd November 2026
	Lead Force – South Wales Police

	Joint Scientific Investigation Unit
	3
	Planned start date 14th December 2026
	Lead Force – South Wales Police
Moved to Q3 at the request of Dyfed-Powys Police due to the timing of them joining the Joint Unit


	Gwent Police Only

	ICT – Governance
	1
	Suggested start date 8th February 2027
	Moved to Q4 at the request of Management due to timing of new ICT in-house arrangements commencing July 2026

	Debtors
	2
	Draft report issued 24th July 2026
	

	Contract Management
	2
	Draft report pending
	

	Community Engagement
	2
	Fieldwork completed
	

	Interim Follow Up
	2
	Planned start date 14th September 2026
	

	Treasury Management
	3
	Planned start date 7th December 2026
	

	Human Resources (HR) - Strategy
	3
	Planned start date 15th September 2026
	

	Rota Management
	3
	Fieldwork commenced 7th September 2026
	Moved to Q2 at the request of Management 

	Estates Management – Strategy (Carried forward from 2025/26)
	3
	Planned start date 5th October 2026
	

	Commissioning
	4
	Planned start date 18th January 2027
	

	Follow up – Year End
	4
	Planned start date 8th February 2027
	

	Liaison with Audit Wales
	1-4
	To be used as required
	

	Annual Planning
	1
	Draft report issued 11th March 2026
	

	Annual Report
	4
	
	

	Audit Management
	1-4
	
	



KEY:
	
	To be commenced
	
	
	Site work commenced
	
	
	Draft report issued
	
	
	Final report issued
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Priority 1 Recommendations - Progress update                                                                                     Appendix B

	Recommendation
	Priority
	Management
Comments
	Implementation
Timetable
	Responsible
Officer
	Action taken to date (and any extant risk exposure)
	Risk Mitigated

	Evidential Property

	The status of the 26 exhibits at the Blackwood Station interim storage identified as unaccounted for be investigated and NicheRMS be updated to reflect their current status
	1
	Investigations continue for exhibits marked as “Not in Store”.
Once Officers confirm they cannot locate exhibits and a missing items report has been completed, exhibits are marked as confirmed missing.
Evidential Property Unit (EPU) Senior Leadership Team (SLT) are meeting on 02.10.25 to review all confirmed missing.
Initial meeting for the Missing items Scrutiny Panel has been set for 28.11.25
	Commences 
02/10/2025 

31/12/2025 
	Ali Williams
EPU Lead
	February 2026 – 
The EPU Lead confirmed that this is still work in progress but good progress is being achieved in the investigations.
June 2026
The EPU Lead confirmed that there is only one which is still under investigation.
September 2026
This has now been implemented and signed off as part of the interim follow up in September 2026
	

	The status of the 22 exhibits at the Newport Station interim storage identified as unaccounted for be investigated and NicheRMS be updated to reflect their current status.
	1
	Investigations continue for exhibits marked as “Not in Store”.
Once Officers confirm they cannot locate exhibits and a missing items report has been completed, exhibits are marked as confirmed missing.
Evidential Property Unit (EPU) Senior Leadership Team (SLT) are meeting on 02.10.25 to review all confirmed missing.
Initial meeting for the Missing items Scrutiny Panel has been set for 28.11.25
	31/12/2025 
	Ali Williams
EPU Lead
	February 2026 –
The EPU Lead confirmed that this is still work in progress but good progress is being achieved in the investigations.
June 2026
The EPU Lead confirmed that there are only two which are still under investigation.
September 2026
This has now been implemented and signed off as part of the interim follow up in September 2026
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Appendix C: Briefings on Developments in Governance, Risk and Control

TIAA produce regular briefing notes to summarise new developments in Governance, Risk, Control, Counter Fraud and Security Management which may have an impact on our clients.  These are shared with clients and made available through our Online Client Portal. A summary list of those briefings issued in the last three months which may be of relevance to Gwent Police is given below:
Summary of recent Client Briefings and Alerts

	Date Issued
	Sector
	Briefing Type
	Subject
	Website Link
	TIAA Comments

	26 August 2026
	Emergency Services
	Client Briefing Note
	New Police Performance Ratings
	Issued to client forces and awaiting upload.
	The introduction of the new Policing Performance System (PPS) marks a significant change in how police force performance is assessed, monitored and supported across England and Wales. Introduced in April 2026, the system replaces the previous Scan and Engage arrangements and aims to identify performance concerns earlier, enabling targeted support and intervention before issues become entrenched.

	24 August 2026
	All
	Industry News
	Learned Society of Wales and Medr Renew Strategic Partnership to Strengthen Research and Innovation
	Learned Society of Wales and Medr Renew Strategic Partnership to Strengthen Research and Innovation - TIAA
	The Learned Society of Wales (LSW) and Medr, the Commission for Tertiary Education and Research, have announced a renewed five-year partnership aimed at supporting research excellence, innovation, and collaboration across Wales. The agreement reflects a long-term commitment to strengthening Wales’ research ecosystem and ensuring that research continues to contribute to social, economic, and cultural wellbeing

	24 August 2026
	All
	Industry News
	Martyn’s Law: Why Organisations Should Start Preparing Now
	Martyn's Law: Why Organisations Should Start Preparing Now - TIAA
	The Security Industry Authority (SIA) is urging organisations to begin preparing for Martyn's Law ahead of its expected introduction next year. The legislation will require organisations responsible for publicly accessible locations to assess terrorism risks and implement appropriate safety measures. Early planning will help venue operators, event organisers, and businesses strengthen public safety and ensure compliance with future requirements.

	07 August 2026
	All
	Industry News
	Safeguarding Responsibilities Cannot Be Outsourced: Lessons from the Portsmouth Ombudsman Investigation
	Safeguarding Responsibilities Cannot Be Outsourced: Lessons from the Portsmouth Ombudsman Investigation - TIAA
	A Local Government and Social Care Ombudsman investigation into commissioned homecare services in Portsmouth has highlighted that safeguarding responsibilities cannot be outsourced. Despite services being delivered by a third-party provider, the commissioning council remained accountable for ensuring appropriate safeguarding oversight.
The case found significant care failings and delays in safeguarding investigations, emphasising the importance of robust contract management, independent scrutiny, and ongoing assurance to ensure commissioned services are delivered safely and in line with statutory requirements.

	06 August 2026
	All
	Security Alert
	Controlled Drugs and Prescription Medication Theft Risk
	Controlled Drugs and Prescription Medication Theft Risk - TIAA
	TIAA has highlighted an ongoing West Yorkshire Police investigation into the alleged theft of controlled drugs and prescription medications from a Stericycle (SRCL) pharmaceutical waste disposal facility in Leeds. The medications had been submitted by NHS organisations and law enforcement agencies for secure destruction but are alleged to have been stolen by employees before disposal.
The case serves as an important reminder of the need for robust controls, oversight, and assurance throughout the pharmaceutical waste management process to protect controlled substances and ensure compliance with regulatory and safeguarding requirements.

	04 August 2026
	All
	Industry News
	Nearly 100 NHS Staff Left in Limbo Following Repeated Procurement Delays
	Nearly 100 NHS Staff Left in Limbo Following Repeated Procurement Delays - TIAA
	Ongoing procurement challenges have left almost 100 NHS employees facing prolonged uncertainty, highlighting the significant workforce impact that can result when procurement processes fail to deliver timely outcomes.

	04 August 2026
	All
	Case Studies
	Case Study – Grievance HR Investigation – Private Sector
	Case Study – Grievance HR Investigation - Private Sector - TIAA
	A major, private company and joint venture required independent support to review a multi-issue workplace grievance involving senior project personnel. The matter was sensitive because it sat within a complex operating model, where individuals worked on the project while remaining employed by different parent organisations.
The client required an objective assessment of events, a clear evidence-based conclusion on the issues raised, and practical insight into whether management processes could be strengthened.

	03 August 2026
	All
	TIAA Blog
	Security Matters – Social Engineering: The Security Threat Walking Through the Front Door
	Security Matters - Social Engineering: The Security Threat Walking Through the Front Door - TIAA
	Security Matters Blog. 

Healthcare organisations invest heavily in protecting their people, facilities and assets. Access control systems, CCTV networks and security personnel all play an important role. Yet many security incidents do not begin with a breach of a physical barrier. They begin with a conversation.

	31 July 2026
	All
	Industry News
	Homes England Reports Strongest Delivery Performance in Five Years
	Homes England Reports Strongest Delivery Performance in Five Years - TIAA
	Homes England has reported its strongest housing delivery performance in five years, with housing starts and completions reaching their highest levels since 2019/20. Despite ongoing economic pressures and challenges within the development sector, the achievement reflects the continued efforts of housing providers, local authorities, and development partners to increase the supply of new homes and support the government's housing objectives.

	31 July 2026
	All
	Industry News
	Department for Education Confirms Cyber Incident Affecting More Than 600,000 Records
	Department for Education Confirms Cyber Incident Affecting More Than 600,000 Records - TIAA
	The Department for Education (DfE) has confirmed that approximately 607,000 records were accessed during a recent cyber attack, underlining the increasing threat posed by cyber criminals to public sector organisations.

	24 July 2026
	All
	Industry News
	Martyn’s Law: SIA Publishes New Guidance for Organisations Preparing for Compliance
	Martyn's Law: SIA Publishes New Guidance for Organisations Preparing for Compliance - TIAA
	The Security Industry Authority (SIA) has issued new guidance to help organisations prepare for Martyn’s Law ahead of its expected introduction in Spring 2027. The guidance clarifies which premises and events will be covered, outlines the counter-terrorism responsibilities organisations will need to meet, and explains how compliance will be monitored through desk-based assessments and on-site inspections. Early preparation will help organisations understand their obligations and strengthen their security and emergency planning arrangements.

	24 July 2026
	All
	Industry News
	Patient Data Privacy Under Scrutiny: Lessons in Governance and Accountability
	Patient Data Privacy Under Scrutiny: Lessons in Governance and Accountability - TIAA
	Recent reports of alleged inappropriate access to patient records within NHS organisations have once again highlighted the importance of strong information governance, data protection and organisational culture.

	21 July 2026
	All
	Industry News
	NHS Cyber Security Moves to the Top of the Risk Agenda
	NHS Cyber Security Moves to the Top of the Risk Agenda - TIAA
	Cyber security has become a top strategic priority for the NHS as increasingly sophisticated threats, including AI-enabled cyber attacks and state-sponsored actors, continue to evolve. In response, cyber security has been elevated on the NHS risk agenda, with greater accountability, enhanced resilience measures, and increased investment in technology and security capabilities to protect critical healthcare services and patient data.

	20 July 2026
	All
	TIAA Article
	How Audit Committees can provide confidence during post-election transition
	How Audit Committees can provide confidence during post-election transition - TIAA
	n periods of political and organisational transition, Audit Committees play a critical role in maintaining confidence in governance, risk management and control. Their value is not limited to receiving audit reports. At their best, they provide an independent and informed forum that helps those charged with governance understand whether assurance arrangements are robust enough for the challenges ahead.

	18 July 2026
	All
	TIAA Article
	Independent HR Investigations: Getting It Right the First Time
	Independent HR Investigations: Getting It Right the First Time - TIAA
	When workplace issues such as grievances, whistleblowing concerns, or misconduct allegations arise, it is essential that they are managed through a fair, consistent, and robust process. Effective HR investigations help organisations address sensitive and complex matters objectively, ensuring decisions can withstand scrutiny while protecting employees, organisational integrity, and reputation.

	17 July 2026
	All
	Industry News
	Construction Skills: Addressing the Workforce Challenge Behind the UK’s Building Ambitions
	Construction Skills: Addressing the Workforce Challenge Behind the UK's Building Ambitions - TIAA
	The UK construction sector faces a significant skills shortage that threatens the delivery of new homes, infrastructure, schools, and healthcare facilities. In response, the government has announced a £625 million investment package aimed at recruiting and training up to 60,000 additional skilled construction workers by 2029. The initiative highlights the need for a stronger workforce to support the UK's building ambitions and ensure the sector has the skills required to meet future demand.

	17 July 2026
	All
	Industry News
	Workforce Planning: Lessons for Building a Resilient and Future-Ready Organisation
	Workforce Planning: Lessons for Building a Resilient and Future-Ready Organisation - TIAA
	Effective workforce planning has never been more important. As organisations face increasing financial pressures, evolving service demands and rapid technological change, ensuring the right people, with the right skills, are in the right roles is critical to long-term success.

	13 July 2026
	All
	TIAA Article
	Are your delegations and committee arrangements fit for a new administration?
	Are your delegations and committee arrangements fit for a new administration? - TIAA
	After an election, councils often inherit governance arrangements that were designed for a different political context, different priorities or a different scale of challenge. Schemes of delegation, committee structures and decision-making routes may still be technically in place, but that does not mean they remain fit for purpose. A new administration needs governance arrangements that reflect how it intends to lead, scrutinise and make decisions.

	07 July 2026
	All
	Anti-Crime Alert
	Charity fraud on the increase
	Charity fraud on the increase - TIAA
	Charity fraud remains a significant risk across the sector, with the Charity Commission investigating hundreds of fraud and cybercrime cases each year and warning that incidents are likely underreported. Common frauds include asset misappropriation, payment diversion scams, expenses fraud, and phishing attacks. Recent high-profile prosecutions involving a £700,000 Gift Aid scam and a £2 million fraud against a charity highlight the importance of strong financial controls, vigilance, and fraud prevention measures.

	01 July 2026
	All
	TIAA Blog
	Security Matters – Chinese Espionage Threat Highlights Importance of Insider Risk Awareness
	Security Matters - Chinese Espionage Threat Highlights Importance of Insider Risk Awareness - TIAA
	The ninth blog in the series. 

A recent Five Eyes intelligence warning highlights how Chinese intelligence services are reportedly using professional networking and recruitment platforms to identify and recruit individuals with access to sensitive information. Organisations should strengthen insider risk awareness, encourage staff to verify unsolicited approaches, and maintain robust reporting procedures for suspicious contact.

	30 June 2026
	All
	Industry News
	NAO Insight: Using AI Effectively
	NAO Insight: Using AI Effectively - TIAA
	The National Audit Office (NAO) has published new guidance to help organisations plan, deploy and scale AI safely and effectively. It highlights that success depends as much on governance, data and skills as on the technology itself.

	18 June 2026
	All
	Newsletter
	Fraud Stop All Sectors – Issue 9

	Fraud Stop All Sectors – Issue 9 - TIAA
	The latest edition of our Fraud Stop All Sector publication is now available.
Our Fraud Stop publication features emerging fraud trends identified at organisations, case studies that our specialists have been involved in and methods of fraud prevention.

	16 June 2026
	All
	Anti – Crime Alert
	Romance Fraud on the Rise: What You Need to Know
	Romance Fraud on the Rise: What You Need to Know - TIAA
	The BBC reported on 15 June 2026 that cases of fraud in the UK have surged with criminals using AI to manipulate people and even marrying victims of romance scams to steal more money.

	15 June 2026
	All
	Anti – Crime Alert
	World Cup Scams: How Criminals Target Football Fans and How to Stay Safe
	World Cup Scams: How Criminals Target Football Fans and How to Stay Safe - TIAA
	As excitement builds around the FIFA World Cup, millions of fans are booking trips, buying tickets, purchasing merchandise, and following their favourite teams online. Unfortunately, major sporting events also create opportunities for criminals looking to exploit the enthusiasm of supporters.
Experts have warned that scams linked to the World Cup are likely to increase, with fraudsters using increasingly sophisticated tactics, including artificial intelligence (AI), fake websites, social media scams, and phishing attacks.

	08 June 2026
	All
	TIAA News
	TIAA Sponsors Military Miles 2026: Making a Difference Through Walking
	TIAA Sponsors Military Miles 2026: Making a Difference Through Walking - TIAA
	TIAA is proud to announce our official sponsorship of Military Miles 2026, an inspiring fundraising challenge that brings together the military community, industry partners, and supporters to make a meaningful difference.

	02 June 2026
	All
	Anti – Crime Alert
	Phishing Emails Targeting Omnicell Customers
	Phishing Emails Targeting Omnicell Customers - TIAA
	We have recently been made aware of a phishing email campaign targeting Omnicell customers. An unauthorised third party is attempting to impersonate Omnicell Accounts Receivables and is fraudulently requesting changes to payment account details. 

	01 June 2026
	All
	TIAA Blog
	Martyn’s Law Is Coming. Is the Heritage Sector Ready for Enforcement?
	Martyn’s Law Is Coming. Is the Heritage Sector Ready for Enforcement? - TIAA
	The seventh blog in the series. 

Martyn’s Law is no longer a future concept—it is on the statute book, with enforcement by the regulator (Security Industry Authority SIA) from April 2027. The question for the heritage sector is not what is it, but how prepared are you?
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