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OFFICE OF POLICE AND CRIME COMMISSIONER
TITLE: 	Information Management Annual Report 2024/2025
DATE:	October 2025
TIMING: 	Annual 

PURPOSE:	For consideration 

	1.
	RECOMMENDATION
For the Joint Audit Committee to consider the Information Management Annual Report for the Office of the Police and Crime Commissioner.


	2.
	INTRODUCTION & BACKGROUND
The Office of the Police and Crime Commissioner (OPCC) is a separate legal entity to Gwent Police and as such has its own responsibilities under the Data Protection Act (DPA) 2018 and the UK General Data Protection Regulation (GDPR) and must appoint its own Data Protection Officer (DPO).  This report evidences the work undertaken to meet these statutory duties as well as highlighting any areas of good work and/or concern.


	3.
	ISSUES FOR CONSIDERATION
Work has been undertaken by the Head of Assurance and Compliance who is also the DPO, supported by the Governance Officer, towards becoming fully compliant with the legislation for a number of years.  Compliance with data protection legislation is also part of the OPCC business plan.

Work Undertaken in 2024/25
Subject Access Requests
A Subject Access Request (SAR) is a request made by or on behalf of an individual for the personal information that an organisation holds on them.

	Year
	No. of SARs Received
	Request for info. held by OPCC

	2024/25
	38
	2

	2023/24
	43
	0

	2022/23
	26
	1

	2021/22
	34
	2



Since 2020/21, all bar 5 requests received were for information held by Gwent Police rather than the OPCC.  The 5 requests for information held by the OPCC were relating to complaints.  1 request in 2024/25 was withdrawn when identification was requested.  The remaining requests were all responded to within the 1 month statutory timeframe.

The only explanation for the large number of requests made to the OPCC that should have been submitted to Gwent Police is that when you search online for ‘Gwent Police Subject Access Request’, the first link that appears is for the OPCC website.  There is nothing that can be done to change this.  Wording is included on the SAR request form and on our website, advising people to contact Gwent Police if they are requesting policing information, but this has had limited impact.  

Freedom of Information Requests
The Freedom of Information Act (FOIA) provides access to information held by public authorities.  

	Year
	No. of FOIs Received
	Requests for info. held by OPCC
	Timeliness 
(within 20 working days)

	2024/25
	36
	20
	97% (1)

	2023/24
	39 (1 responded to under EIR*)
	13
	97% (1)

	2022/23
	35
	8
	94% (2)

	2021/22
	64
	22
	100%


* Environmental Information Regulations

The number of FOIA requests received has remained consistent over the last 3 years but the number of requests for information held by the OPCC rather than by Gwent Police has increased significantly.  This has resulted in additional work being placed on the Governance Officer to ensure relevant information is gathered, the requests assessed, exemptions considered, and response drafted.

97% of responses were sent within the statutory 20 working day timeframe.  This equates to 1 response being sent outside of the 20 working day requirement.  The delay in response was due to waiting for information from within the OPCC.  

1 request for an internal review was received by the OPCC.  Clarification was sought from the requester but no response was received.  The request was subsequently closed after 40 working days.  

After the internal appeals process has been exhausted and if the requester is still dissatisfied with the response provided by the OPCC, they have a right of appeal to the Information Commissioner’s Office (ICO).  The public are also able to contact the ICO in other instances such as if the 20 working day time limit is not being met.  No contact was received from the ICO during 2024/25.

The commissioning and funding work of the OPCC is the most popular area for requests to be made for information with OPCC staffing queries/costs and estates information also of interest to the public.

Under the FOIA, public authorities are obliged to publish certain information about their activities, this is referred to as a Publication Scheme.  This information is available on the OPCC website.  An action plan was developed to ensure that it is kept up to date and this is monitored via the Planning and Performance Meeting.  A further review will take place during 2025/26 and the action plan updated to ensure continued compliance.

Annual Training
Annual refresher training was provided online by PDP an external training organisation.  All staff were requested to complete the training during 2024/25.

Role Specific Training
Training was undertaken by the Governance Officer on data mapping and the development of information asset registers.  This training and an initial review of the work required to complete these actions by the OPCC indicated that additional support and guidance would be required.  These areas were marked as such on the data protection action plan and will be progressed at a later date.

Assistance Provided to Dyfed Powys OPCC
Discussions took place in October 2024 to support Dyfed Powys OPCC in determining what policies and information they needed to have in place.  All relevant documentation developed by the DPO was shared along with the action plan of outstanding areas of work. 

Records Management
Records Management ensures that official records of vital historical, financial, and legal value are identified and preserved, and that non-essential records are discarded in a timely manner according to established guidelines and identified legislation.  Good records management also ensures that the OPCC can comply with the Freedom of Information Act (FOIA) and DPA as well as requests from other regulatory bodies and auditors.  Poor records management can lead to poor decisions being made based on inadequate or incomplete information, reputational damage, failure to handle confidential information with the required level of security and unnecessary costs being incurred due to records being kept for longer than needed.

All hard copy documents were reviewed prior to the OPCC move to the new Headquarters building in January 2022. Minimal documents were identified as needing to be kept, with the majority remaining able to be scanned and saved electronically; the hard copy documents were then destroyed.  There are now very few documents printed by the OPCC and we have become ‘paperless’ (as much as we possibly can be).  Work to review and scan the small number of remaining documents will take place when there is capacity to do so.

A regular review is undertaken of electronic records held by the OPCC due to the work progressing to move to Sharepoint.  Items that are no longer required are being deleted by each team during this process.

Areas for Concern:
Compliance with the DPO Role and Data Protection Legislation
A risk-based assessment has been undertaken by the DPO to determine compliance with the responsibilities of the DPO during 2024/25 as set out under Article 37-39 of the UK GDPR.  

The key area for improvement remains the resource available to the DPO to be able to meet the statutory duties of the role.  An external consultant has undertaken an audit of compliance and a detailed plan has been developed of the work that is required to ensure the OPCC further build on their compliance with the GDPR.  The Head of Assurance and Compliance (HoAC) and the Governance Officer review the data protection action plan on an ongoing basis.  The areas of work we are able to progress will continue to be monitored whilst ensuring those that we require further support with are collated and a consultant appointed when appropriate to provide advice and guidance.  

Additional resource was agreed to support the governance and complaints areas of work that the DPO is also responsible for in the HoAC role.  This post was filled during August 2023 and it was anticipated that once embedded into the organisation, this should free the time of the HoAC in the longer term to enable greater focus to be placed on the data protection work.  However, since the Standards and Governance Officer (SGO) role was appointed to, amendments have been made to the OPCC governance structure to ensure more robust scrutiny of Gwent Police takes place.  This has resulted in the introduction of quarterly Professional Standards Department (PSD) scrutiny meetings taking place as well as 3 extra Accountability and Assurance Board (AAB) meetings in addition to the 4 standard AAB meetings (AAB replaced the Strategy and Performance Board).  The SGO is responsible for arranging, setting the agenda and writing the minutes for these meetings which has resulted in a significant increase in workload.  In addition to this, the complaint work this role supports has also increased in quantity and complexity during 2024/25, placing additional demands on the SGO and HoAC.  This increase in demand is expected to remain going forward.  These concerns will be raised with the OPCC Executive Team during 2025/26 and will be closely monitored in order to determine resource requirements.

As a direct result of the red rating in the assessment, the Chief Executive has agreed to provide extra support to the HoAC to enable progress to be made on the data protection action plan and as such, reduce the risk highlighted.




	4.
	NEXT STEPS
There are a number of areas that need progressing over the next few years, all of which are contained in the action plan.  These will be progressed as and when resourcing allows.


	5.
	FINANCIAL CONSIDERATIONS
It must be noted that non-compliance with data protection legislation can result in fines being imposed by the ICO of up to £17.5million or 4% of turnover based on the preceding financial year, whichever is higher.  This indicates the importance of the resourcing issue in this area.

Additional resources have been requested to support the OPCC in becoming compliant with the UK GDPR.  Once the action plan has been worked through, those areas requiring further support will be highlighted with a view to appointing a consultant to provide guidance.

All FOIA requests must be responded to free of charge unless it is estimated that providing the information will cost more than the acceptable limit of £400 (£25 per hour/18 hours) (although we are able to charge for items such as postage and photocopying).  No charges were made in relation to FOIA requests in 2024/25.


	6.
	PERSONNEL CONSIDERATIONS
Role of the Data Protection Officer
The DPO assists the controller in all issues relating to the protection of personal data. In particular, the DPO must:
· inform and advise the controller or processor, as well as their employees, of their obligations under data protection law;
· monitor compliance of the organisation with all legislation in relation to data protection, including in audits, awareness-raising activities as well as training of staff involved in processing operations; 
· provide advice where a Data Protection Impact Assessment (DPIA) has been carried out and monitor its performance;
· act as a contact point for requests from individuals regarding the processing of their personal data and the exercise of their rights;
· cooperate with the Information Commissioner’s Office (ICO) and act as a contact point for the ICO on issues relating to processing;
The organisation must involve the DPO in a timely manner. The DPO must not receive any instructions from the controller for the exercise of their tasks. The DPO must also report directly to the highest level of management of the organisation.

The role of the DPO is undertaken by the HoAC with support built into the Governance Officer role. Both job descriptions have other key responsibilities hence the previous request for additional support to ensure compliance.  

The DPO has not been available to progress work in this area to the extent required.  This will continue to be monitored into 2025/26.

Advice sought from the DPO can sometimes be complex and requires further research/work.  The DPO is also required to be an ‘expert’ in this area which can present a challenge due to it not being a dedicated role.  The DPO, when able, will progress work to put in place a contract with an external provider, to provide advice and guidance to the DPO for the complex tasks that may arise.  This is something that has been discussed on an all Wales basis and there is some interest in taking this forward. These discussions will be revisited by the DPO in future.

Further discussions will also need to take place with the other Welsh OPCCs to determine what support they require for a longer-term solution that suits everyone.


	7.
	LEGAL IMPLICATIONS
Data Protection Act 2018 & UK General Data Protection Legislation
The DPA 2018 sets out the framework for data protection law in the UK. It updates and replaces the DPA 1998 and came into effect on 25th May 2018. It was amended on 1st January 2021 by regulations under the European Union (Withdrawal) Act 2018, to reflect the UK’s status outside of the EU.
The DPA sits alongside and supplements the UK GDPR - for example by providing exemptions. It also sets out separate data protection rules for law enforcement authorities, extends data protection to some other areas such as national security and defence, and sets out the Information Commissioner’s functions and powers.
The DPO is not personally liable for data protection compliance. As the controller, it remains the OPCC’s responsibility to comply with the UK GDPR. Nevertheless, the DPO clearly plays a crucial role in helping to fulfil the OPCC’s data protection obligations.  The Chief Executive has listened to these concerns and an external audit has been undertaken which has clarified the work that needs to be completed and highlights the need to ensure there is adequate resourcing to support our statutory functions.
There are number of legal requirements that we need to comply with when responding to requests for information under the FOIA.  It must be noted that to deliberately destroy, hide or alter requested information to prevent it being released is a criminal offence; it is therefore imperative that all staff within the OPCC are aware of their responsibilities in relation to FOIA and good records management.





	8.
	EQUALITIES AND HUMAN RIGHTS CONSIDERATIONS
This report has been considered against the general duty to promote equality, as stipulated under the Strategic Equality Plan and has been assessed not to discriminate against any particular group. 
 
Consideration has been given to requirements of the Articles contained in the European Convention on Human Rights and the Human Rights Act 1998 in preparing this report.


	9.
	RISK
An external audit has been completed and has highlighted the areas that need to be progressed.  A request for additional support has been approved to reduce the risk the OPCC is exposed to.  Additional support will also be provided by the Chief Executive during 2025/26 to enable progress to be made on the action plan.

There is a significant financial risk associated with non-compliance although it would be unlikely a financial penalty would be imposed in the first instance if the risk was low.  A financial risk is more likely to be imposed for repeated non-compliance or for areas where the risk posed is significant.  

Non-compliance is also a potential reputational risk to the OPCC – the public are more aware of their rights in relation to data protection than ever before and have an expectation that a public authority will be compliant with legislation.  As discussed throughout the report, there are now plans being progressed in order to negate this risk in the longer term.


	10.
	PUBLIC INTEREST
This report can be made available to the public.


	11.
	CONTACT OFFICER
Joanne Regan, Head of Assurance and Compliance & Data Protection Officer


	12.
	ANNEXES
Appendix 1 – DPO Role Compliance
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